
Data Protection Impact Assessments 
in Public Service and AI Technology

KU Leuven Centre for IT & IP Law (CiTiP)

Thomas Marquenie

2nd Workshop on Artificial Intelligence for NMCAs (27 October 2022)



Outline

Concept

Conditions

Process

Best practices



Concept



• Data Protection Impact Assessment

• Mechanism to identify and mitigate data protection risks

• Overview of the envisioned processing activities

• Identification of the risks to data subject rights and freedoms

• Establishment of measures to minimize the potential negative impact

• Ongoing and circular process

• Legal requirement under data protection law

• General Data Protection Regulation (GDPR)

• Law Enforcement Directive (LED)

• National legislation

What is a DPIA?





Conditions



• Project involves the processing of personal data

• Processing = collection, analysis, storage, transfer, deletion…

• Personal data = information relating to an identified or identifiable natural person

Name, identification number, location, address, phone number, IP-address…

• Cadastral information on property rights and land ownership

• Details on infrastructure and utilities (energy, gas, water, telecommunications…)

• Images and footage (aerial, Streetview-like, roadside / security cameras…)

• Management of national georeferencing networks related to GPS 

Consider that combining data can result in identifiability 

When is a DPIA required? (1)



Marjana Zelic, “European Strategy for Data - Where Cadastral Data Fit In”, 
PCC & CLRKEN online conference, November 2020.



• Processing is “likely to result in a high risk”

• Risk to the rights and freedoms of the data subjects

• Risk is determined by both likelihood and severity of the potential harm

Criteria that may indicate a higher risk:

“…taking into account the nature, scope, context and purposes…” 

• “In particular when using new technologies”, such as AI systems and tools

• “Systematic monitoring of a publicly accessible area”

• “Evaluation or scoring”, especially of location, movement, economic situation…  

• “Large scale”, considering the “geographical extent and number of data subjects”

• “Matching or combining datasets” 

When is a DPIA required? (2) 



Working Party 29 / European Data Protection Board, WP248, October 2017. 



Process



1. Identify whether a DPIA is needed before the start of the processing

• Do you process personal data and does this pose a “high risk”?

2. Describe the scope and nature of the processing activities

• Which data will you use? What is the source and purpose?

• How will you collect, process, store and share data? Who will have access?

• Which area will it cover? How many individuals are affected? How long will it last?

3. Examine whether this is necessary, proportional and legally compliant

• What is your legal basis? Is there a less invasive alternative?

• Is there a way for data subjects to enforce their rights?

How is a DPIA conducted? (1)



4.  Assess the risks associated with the processing activities

• Negative impact on privacy? Public distrust? 

• Data leaks or data misuse? Function creep? 

5.  Present counter-measures to reduce the risks 

• Access controls, anonymization techniques, time limits for storage…

• Data auditing, periodic reviews, supervision, complaints / erasure procedures…

• Exclusion of sensitive information, restrictions on certain processing techniques…

6. Involvement of the Data Protection Authority

• If the residual risk remains high

How is a DPIA conducted? (2)



Best Practices



• Do not underestimate the importance of a DPIA

• Administrative sanctions, monetary fines, legal liability, project cancellation… 

• When in doubt, seek counsel and advice

• Data Protection Officer (DPO) -> legal department -> Data Protection Authority

• Do not start from scratch but consult templates

• CNIL (France), ICO (UK), Privacy International / IAPP (International)…

• See it as an opportunity with potential benefits

• Demonstrating legal compliance, identifying critical issues, proactive planning…

Best practices
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